
Alice Bob

Symmetric encryption

Course work: 

Midterm exam should be in 8-th of November.
It will be arranged during the execises lecture.
https://imimsociety.net/en/14-cryptography
Problems required to solve:  DH-KAP, MiM Attack.
Please buy only one problem at time.

Public Key Cryptosystems - PKCS:   Asymmetric Encryption - Decryption --> ElGamal Enc-Dec
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230 = 1073741824

>> AES128()

http://crypto.fmf.ktu.lt/xdownload/

C:\Octave\Octave-6.3.0\~Eli.m

% AES128()
% in - text/ciphertext maximum 16 symbols or shorter
% key - shared secret key in hexadecimal number of length=32 symbols (128 bits)
% hexadecimal key can be obtained using function:
% >> key=dec2hex(decimal_number,32)
% >> keyd=12345;
% >> key=dec2hex(keyd,32)
% key = 00000000000000000000000000003039
% >> 3*16^3+3*16+9
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2.Key generation

Randomly choose a private key x with 

1 < x < p − 2.

•

Compute a = g x mod p.•

Public Parameters (PP) generation: 24 bits arithmetics.
1.Strong prime number p generation.
2.Find a generator g in Zp*= {1, 2, 3, …, p-1} operations are performed mod p. 

Prime number p is Strong prime if p=2q+1, where q is prime. 
Then g is a generator of Zp*={1, 2, 3, …, p-1} iff   gq ≠ 1 mod p and g2≠ 1 mod p.

3.Declare Public Parameters to the network   PP = (p, g);   

ElGamal Cryptosystem

Public Key Cryptosystems - PKCS:   Asymmetric Encryption - Decryption

>> p=genstrongprime(24)
p = 15728303
>> q=(p-1)/2
q =  7864151
>> isprime(p)
ans = 1
>> isprime(q)
ans = 1
>> pb=dec2bin(p)
pb = 1110 1111 1111 1110 1010 1111
>> ph=dec2hex(p)
ph = EFFEAF

p=int64(15728302)

g =  5
>> mod_exp(g,q,p)
ans = 15728302
>> mod_exp(g,2,p)
ans = 25

PP = (p=15728303, g=5);

% >> 3*16^3+3*16+9
% ans = 12345
% >> keyd=1234567
% keyd = 1234567
% >> key=dec2hex(keyd, 32)
% key = 0000000000000000000000000012D687
% >> 1*16^5+2*16^4+13*16^3+6*16^2+8*16+7
% ans = 1234567
%
% Nr - number of rounds (e.g. Nr = 10)
% EnDec - letter determining either encription or decryption
%
% Example:
% >> key = '0000000000000000000000000012D687';
% >> in = 'Laba diena';
% >> Nr = 10;
% >> C = AES128(in,key,Nr,'e')
% 7742110fdf5c568250f2673e7bb28ae0 % ciphertext in hex format
% C = wB��ß\V?P?g>{²Š?     % ciphertext in ASCII format
% >> D = AES128(C,key,Nr,'d')
% D = Laba diena
%
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Message m

1 < x < p − 2.

Compute a = g x mod p.•

The public key is PuK = a.•

The private key is PrK = x.•

Let message m needs to be encrypted, then it must be encoded to the decimal number, less than p,
to get one-to-one decryption when computations are performed mod p.
E.g. m = 111222, then 0 < m < p=15728303.

Asymmetric Encryption - Decryption
c=Enc(PuKA, m)
m=Dec(PrKA, c)

Asymmetric Signing - Verification
S=Sig(PrKA, m)

V=Ver(PuKA, S, m), V{True, False}{1, 0}

El-Gamal Encryption

PP = (p=15728303, g=5);
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Till this place 
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