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Public Key Cryptosystems - PKCS: Asymmetric Encryption - Decryption --> EIGamal Enc-Dec
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Midterm exam should be in 8-th of November. n 12 (lid 24

It will be arranged during the execises lecture.

https://imimsociety.net/en/14-cryptography 77% ’[M 75 WZZ/(‘

Problems required to solve: DH-KAP, MiM Attack.
Please buy only one problem at time.
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ngmofnb ev <t yplion ollovs Jv W&rj/ﬂf finite Cenragth A
bite (Yytes). The redriction to the Cength depesds om

+the §7L0mga and com pulatioy, [PVt mfmofﬁaﬁ,

The restriction is oo made on 1he numbetr o crcryptior
usng  the sewne secref /cog . 7. The neomboet oy/émry/)fm/
bu’t’} should wa wereaztl 2 //fé J% 'ﬁ/me %Wﬂfg ts
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AES(kyF): || {128, 192, 256

IFl =1 & 2%0= 1073741824 ¥ sc
I we have aset of $ies (R F, . F,Y )N=70000
AES (% rfi) = Cy This wary/%‘/w 15 Secure,

AEﬁC{k Fz) = cz Tt has o pﬁlffﬂfgé&ﬂfﬁ/g 057”9/2,0722’{,
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>> AES128() — = %ﬁjl’ﬁ/ﬂ(é Ofave 5.4.0D +0 6.3.0

http://crypto.fmf.ktu.lt/xdownload/ e octave-6.3_ 0-wbd-installer exe
s Dctave Stud 2021.10 Updated.7z

C:\Octave\Octave-6.3.0\"Eli.m

£, addinv 2019.10.04 23:05 M File 1KB
oaEsizs W) 2021.10.22 20:33 M File 3 KB
) binZhex 2019.10.27 14:18 M File 1KB
. haa [\ 2021.10.1412:33 M File ke o> ‘q = ‘\Z 7% (?HZZZD’B
£ ha6 2020.03.22 17:08 M File 3KB
{_ H26d 2020.05.24 1%:37 M File 3KE
L has 2020.05.04 16:58 M File 3KE

. H2ad 2020.05.24 17254 M File 3KB
4. hd24 [ - 2021.10.1412:33 M File 1KB 7>l’l’d = l/)d 2‘4 ()MQ7J

> h(/x 2 déé h % AES128()
% in - text/ciphertext maximum 16 symbols or shorter

% key - shared secret key in hexadecimal number of length=32 symbols (128 bits)
% hexadecimal key can be obtained using function:

% >> key=dec2hex(decimal_number,32)

% >> keyd=12345;

% >> key=dec2hex(keyd,32)

% key = 00000000000000000000000000003039
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% >>3%16/3+3*16+9

% ans = 12345

% >> keyd=1234567

% keyd = 1234567

% >> key=dec2hex(keyd, 32)

% key = 0000000000000000000000000012D687
% >> 1*¥1675+2*1674+13*1673+6*1672+8*16+7
% ans = 1234567

%

% Nr - number of rounds (e.g. Nr = 10)

% EnDec - letter determining either encription or decryption
%
% Example:

% >> key = '0000000000000000000000000012D687";

% >>in = 'Laba diena’;

% >> Nr = 10;

% >> C = AES128(in,key,Nr,'e")

% 7742110fdf5c568250f2673e7bb28ae0 % ciphertext in hex format
% C = wBEER\V?P?g>{*@? % ciphertext in ASCIl format

% >> D = AES128(C, key,Nr,'d")

% D = Laba diena

%

Public Key Cryptosystems - PKCS: Asymmetric Encryption - Decryption
ElGamal Cryptosystem

Public Parameters (PP) generation: 24 bits arithmetics.
1.Strong prime number p generation.
2.Find a generator gin Z,*={1, 2, 3, ..., p-1} operations are performed mod p.

. p-1}. 9% 1 mod p and 1 mod p.

3.Declare Public Parameters to the network PP = (p, 0);

Prime number p is Strong prime if p
Then g is a generator of Z,*={1, 2, 3, ..

>> p=genstrongprime(24) p=int64(15728302)
p =15728303

>>q=(p-1)/2

q= 7864151 g=>5

>> isprime(p) >> mod_exp(g,q,p)
ans=1 ans = 15728302

>> isprime(q) >> mod_exp(g,2,p)
ans=1 ans =25

>> pb=dec2bin(p)
pb=111011111111111010101111
>> ph=dec2hex(p)

ph = EFFEAF
PP = (p=15728303, =5);
= 2.Key generation
Alice
— s e Randomly choose a private key X with
| Random:
JNumber: 1<x<p-—2
Key e« Famnitn = AXmMnad n
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I Ranaorm

_ Number 1<x< p — 2.

o o Compute @ = g* mod p.
Program
e The public key is PuK = a.
® A Soes e The private key is PrK = x.
Asymmetric Encryption - Decryption Asymmetric Signing - Verification
c=Enc(PuK,, m) S=Sig(PrKa, m)
m=Dec(PrKa, c) V=Ver(PuKy, S, m), Ve{True, Ealse={1, 0}
Bob Alice
—— N L =7
Hello .
Hell —p=  Sign
Afk:! > EncryptA’H Bob SEEE
* Alice's private key
public key -

- B
Alice Bob

K=X
Hello ¢ A Hello Verify ‘/H

«— Decrypt
Alice! Alfcats Bob Alice's

private key public key

El-Gamal Encryption

Let message m needs to be encrypted, then it must be encoded to the decimal number, less than p,
to get one-to-one decryption when computations are performed mod p.
E.g. m=111222, then 0 < m < p=15728303.

Let p=11, thew the WVM/W(WMOM Mﬁdﬁ 4% P bets 3, 44/25/.--_

Nieds the samme restlt @ 3 mood M =79 mAd 1 = 25 woad 77 = 3.,
Z#W¢Mve04m<{4,ﬂwm m mad M1 =y,

PP = (p=15728303, g=5);

7 fuka = a [ . s ol tv emr%az‘

w 4o 17,
B T < ravd; C(Z:D*)
E=m- thaﬁ'/)?{c

A ble to deaypl

—(£.D)
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C=(ED) ubme ber fril= X,
1. D¥med p = Domx

E maz/p = pP* @ 2, EoZD'XmW/P =wm

LorfecTess

¢
fnCPuKA(m,f): C=(£,D) = (E=mamadp,D=g modp)

‘>eépl<(c) = E- D I/V'W(P’ ma: (9) wed p =

-X XT=ZX

*m(g )G g T g g ot
= M4 mod P= w wad Pp=m
Swce W £ P

14 m>p —= W wiod P £ ) J Z?WW/S:Z¢2§Z,
I mep — mwodp = ; 19 wod 24 = 73,
(Dgcy‘y//ﬁ(ﬂh 1S corpe 7 [YZ nwi < P,
ElGavnal Wéry/»ﬁvﬁ is ptobabilistic: cncryption p;/ v
Same wiessage(m WO+ p s (‘f&z@/; e 9’»}%@/’&47‘ 47/6@/‘7?&215

2—wd ercryplion
t «mm(&”*)
E, @ a* ¢ oo
D, = %Z v o ﬁlF

P} &=6,1)

Cl # CZ.
Tt e needed 1o vamla encryption securily reﬁm'f”ém@wz‘sf

Sccrtrly consipleralions, Toll braak vfﬁﬁﬁ%fw (c3) is
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+v ()Zmd a Pric= X,
The datr avaiteldle 1o compronise C5 ate the %@WZW?

PP=(py g) ; Ft=a; Ly, cs)y (m,6), - (my,, )
a :gx wi od P = Ao 9@’%6/ X i e Fffuyz"féa/—ép %Z[ma/
o discrele [pgﬂzﬂf%m of 2

/Ojgéo/) = Z&(fg ngm/;ﬁé/p): X/ﬁfg(g) WJ%//Q:X,_( ”70/[-3: X,

Swicd. K <L P.

For sufficiantly large | 4o find L is infeasi ble.
2048

pv2 = |pl|=20us bLits mglh.

§wy/r/z‘gf yf El ozl C5 reliek onThe

Discrele Logaic: 1 AsSicwption —DIA : finding - is
indeasible when PP =(p,q) avd (=0 ore given.
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